MacOS CAG Connection (OS X)

This document was written to support CAG Access as written in VISN 23 Informatics tech article 1114.
That article references other resources, we are trying to replace this document with something that will
be official and maintained.

These directions were tested on macOS Mojave (all updates as of 3/26/2020), Safari browser and Identiv
SCR 3310 reader. We believe they also work on macOS Catalina.

Revised: 3/26/2020
URL: https://vaww.fre.cdw.va.gov/sites/D03 VISN23/HI/Shared Documents/macosCAG.docx
Author: John Faughnan MD, MS

Other Guides to macOS CAG Connectivity

e The CAG access section of the MPLS Guide to Veteran Care by Home-based Provider may replace
this document.

e The VA Remote Access Information page is currently the best OIT reference information on CAG
setup. It's not obvious but if you follow the CAG links there's an article on macOS support.

See "Care of remote veterans by home-based providers" for general discussion of care of non-VA based
veteran by home-based provider.

Install Citrix Workspace, Browser recommendations

macOS Mojave and Catalina users should download and install the latest version of Citrix Workspace
directly from Citrix (not from VA):
https://www.citrix.com/downloads/workspace-app/mac/workspace-app-for-mac-latest.html.

OIT recommends Chrome browser over Safari, this testing was done with Safari. There may be Citrix
plug-ins for Chrome that may facilitate connectivity but they were not used here.

macOS CAG with PIV card

PIV Setup

PIV setup on macOS Mojave works well. After PIV setup macOS Mojave will treat an inserted PIV card as
an alternative to the macOS password.

Not all PIV readers work. We believe Identiv SCR 3310 reader, Identiv SCR3500 ($14 Amazon) and |dentiv
SCR3500C work. On some laptops a USB extension cable may help if PIV reader insertion is blocked by the
power cable.

The following describes steps tested with macOS Mojave using a non-admin account. Many users run as
admin so they will use their routine username and password.


https://vaww.fre.cdw.va.gov/sites/D03_VISN23/HI/Lists/Announcements/DispForm.aspx?ID=1114
https://www.amazon.com/Identiv-SCR3310v2-0-Smart-Card-Reader/dp/B002N3MM6W
https://www.amazon.com/Identiv-SCR3310v2-0-Smart-Card-Reader/dp/B002N3MM6W
https://vaww.fre.cdw.va.gov/sites/D03_VISN23/HI/Shared%20Documents/macosCAG.docx
https://vaww.fre.cdw.va.gov/sites/D03_VISN23/HI/Lists/Announcements/DispForm.aspx?ID=1141
https://www.oit.va.gov/resources/remote-access/
https://vaww.fre.cdw.va.gov/sites/D03_VISN23/HI/Lists/Announcements/DispForm.aspx?ID=1135
https://www.citrix.com/downloads/workspace-app/mac/workspace-app-for-mac-latest.html
https://www.amazon.com/Identiv-SCR3310v2-0-Smart-Card-Reader/dp/B002N3MM6W
https://www.amazon.com/Identiv-SCR3500-Smartfold-Smart-Reader/dp/B0040671WU
https://www.amazon.com/Identiv-SCR3500C-USB-Smartfold-Type/dp/B07CV4D13G
https://www.amazon.com/Identiv-SCR3500C-USB-Smartfold-Type/dp/B07CV4D13G

e Insert reader and card

e "Connect Smart Card to User Account?": Yes, enter admin credentials
e "Enter PIN": enter PIV PIN

e Keychain password: Enter my account password

CAG access with PIV

With PIV Card inserted launch macOS Safari with address https://citrixaccess.va.gov (must type prefix).

There can be problems with credentials. If you receive a 404 message clear the browser
history including cookies. | had to go to [Safari:Preferences:Privacy:Manage Website data] and
remove a .mil profile (possibly years old).

If the initial connection is successful you may be asked to choose a certificate. My PIV card has two
certificates. Scrolling through the certificate information | found the correct one had "Purpose #1 Client
Authentication” listed. | selected this and entered my PIV Card PIN. (I may have been asked to repeat
entry even though | saw the list of machines to select from.

The website "citrixaccesspiv.va.gov” requires a client certificate.

. This website requires a certificate to validate your identity. Select the
| certificate to use when you connect to this website, and then click Continue.
[

.

E® John G. Faughnan 1427449 (Veterans Affairs User CA B1)

4 John G. Faughnan 1427449 (Veterans Affairs User CA B1)

Certificate Information:

Extension Extended Key Usage { 2.5.28.37 )
Critical NO
Purpose #1 Client Authentication { 1.3.6.1.5.5.7.3.2 )
Purpose #2 Smartcard Legon ( 1.2.6.1.4.1.311.20.2.2 )

? Hide Certificate Cancel Continue

For VISN 23 we select the virtual machine labeled R02 generic. Double click. Rather than launching
Workspace macOS downloads an ".ica' file to the macOS Downloads folder. You must double click that file
to launch Citrix Workspace.


https://citrixaccess.va.gov/
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When the VM launches | saw the “"Other user” screen. | chose alternative Sign in options then smartcard.
Then sign in with PIV PIN.

Other user

Sign in to:

In in to another domain?

Sign-in options

QE=

During this process macOS showed a “System Extension Blocked” message. You can enable the system
extension in Security Preferences. For this test | did not enable it. | could not find any documentation of
what it does beyond enable additional Citrix features.



System Extension Blocked

Open Security Preferences “

From the Gold Star folder launch CPRS.
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macOS CAG with PIV exemption

If a provider has a PIV exemption they may be able to do a CAG connection using MobilePass. As of
3/24/2020 my MobilePass credentials are not working. See the alternate references above for advice.



Troubleshooting

Misconfiguration of a CAG server may result in the error message: "Workspace error "The remote SSL peer
sent a handshake failure alert". This is Citrix issue CTX262778. As of 3/24/2020 OIT was able to fix this.


https://support.citrix.com/article/CTX262778

